
Technical Considerations  
for Mobility in the Enterprise



Enterprise mobility is not just about IT supporting devices 
beyond the desktop – it is a shift in technology that is 
fundamentally transforming not just the IT landscape, but 
also workforce behaviour and business. To navigate that 
transformation, organisations are starting to change the way 
they look at mobility, however, the available information is often 
quite visionary in style and low on technical details. 

So while organisations may “get it”, enterprise mobility 
discussions often end up focusing on the challenges of security 
and mobile device management. While there is no denying 
that these are important components of a coherent mobility 
strategy, they are just that… components. What’s missing is a 
roadmap or a framework.  Something to guide you through all 
the levels you need to consider to really see the full picture and 
allow a more robust technical discussion to follow.

In reality, the first discussions you need to have aren’t 
technical. They’re about people and the business.  
You need to consider:

•   How do staff conduct business day-to-day? 

•   How can you ensure corporate information is secure?

•   What technology can best support those activities?

•   What is the best way to unlock employee productivity? 

That final point is last, but absolutely not least. If you approach 
mobility from a technology first perspective instead of people 
first, you miss the wider opportunity. Business success is 
predicated on people and productivity, so a mobility strategy 
must be viewed through that lens. It’s an all-of-business 
discussion that must put the wider workforce (and the 
enhancing of their productivity) in your business at the centre of 
your mobility initiative.
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Once you accept that mobility is not solely a discussion for IT, 
new thinking follows. IT management are invaluable experts 
in protecting information and managing security, but often 
don’t have the visibility of what users need day-to-day. Even 
when efforts are made to bridge this gap, such as when IT 
departments initiate surveys, users are asked IT questions 
that miss the point or questions that users may struggle to 
answer. It is no-one’s fault; technology departments and your 
business consumers effectively speak a different language.

To discuss mobility issues in a productive way you need to 
include the rest of the business. This involves engaging the 
business to define the use cases and to define the technology, 
process and adoption requirements that are needed to allow 
the different user profiles to get their work done. Devices exist 
to make business consumers more productive and facilitate 
collaboration. That is the core benefit of enterprise mobility. 
Therefore you need to ask different questions and simplify the 
language. In our experience, we’ve seen the best outcomes 
when the HR and Marketing departments are engaged from 
the start. Technology can dramatically increase morale and 
productivity – you need to ask the right questions and apply 
a broader business perspective to act on the answers those 
discussions elicit.

Always start from the perspective of the business 
consumer and their role within the organisation.

•   What types of information does that role need to access? 

•   What other roles in the organisation does that role need to 
collaborate with? 

•   Which classes of information need to be accessed in 
isolation? 

•    Which classes of information would be more productively 
accessed through a lens of collaboration? 

•   When and how does the user prefer to access different 
classes of information in order to be most productive? 

Devices still need to be managed of course, but mobile 
device management is no longer the centre of any mobility 
strategy. Instead, it’s just one component of an overall 
strategy that empowers users with the access they need to 
do their jobs and collaborate with colleagues, suppliers and 
customers – anywhere, anytime.

We’ve also moved on from the notion that users will naturally 
accept and be happy with what IT is provided by the 
business. The reality is that the slick and simple consumer 
devices and apps in homes, in pockets and on wrists are the 
new benchmark.

The device is secondary- the user is 
paramount. User experience needs to 
be device agnostic for it to work. 

INVOLVING THE REST OF THE 
BUSINESS
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IT’S ALL ABOUT  
APPLICATIONS AND INFORMATION

Desktop and server evolved to desktop, laptop and server. 
Early smartphones muddied the mix before tablets became the 
must-have device. Google Glass looked like the next quantum 
leap before fading away, however, the Apple Watch shows that 
wearables may become a sustainable new category. 

Some organisations resist this device proliferation, but that 
resistance will only last so long. Accessing corporate data from 
multiple devices is the reality of mobility. And the proliferation 
will continue; desktop, laptop, tablet, mobile, wearable – who 
knows what devices we’ll be using next. A sophisticated mobility 
strategy must recognise this device proliferation and understand 
that users move back and forth between not just devices but 
also locations and roles.

In that context, it simply does not make sense to define security 
policy based on a class of device. The security policy should 
follow the class of user and class of information, regardless of 
the device used for access. 

It is a fundamental distinction: mobility is not about classification 
of devices, it needs to be about classification of information. You 
need to ask questions about classifying information so that you 
can tag it with a particular policy, then you can decide where 
that information resides. Can it be pushed onto a tablet? To a 
wearable? Which user roles are entitled to access that class of 
information? Only then should discussion move to how IT needs 
to manage compliance and risk. 
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IT functions have a long history of buttressing fortress security 
at the organisation perimeter. Distinguishing between inside 
and outside the firewall was once a defining feature of an IT 
landscape characterised by fixed devices. How things have 
changed. Ever increasing mobility, flourishing device diversity, 
wide adoption of private and public cloud computing and 
user demand for access anytime, anywhere all contribute to a 
different security landscape.

So the security context has changed, but many organisations 
still instinctively revert to focus on the device. For example, 
discussions narrow to questions like “How do we manage the 
smartphone?” and “What if the user loses the tablet?”  In the 
early days of mobility, that focus on the physical device was 
understandable. Basic functions like remote wipe were valid 
tools in the corporate IT capability toolkit. However, this view 
misses the bigger mobility considerations that form a key part 
of a sophisticated mobility strategy. 

The location of the user is no longer the most important piece 
of the puzzle. We need to tailor security measures to more 
subtle considerations beyond simply categorising users as 
internal or external users, trusted or untrusted. The reality is 
that it is the information on the device that is the real business 
asset, and users change roles, so our security needs to cope 
with these changes. 

Mobility today means that laptop, tablet and smartphone are 
interchangeable. When users shift from one device to another 
they expect a consistent experience across the devices 
with frictionless security.  By understanding the classes of 
information that the user’s role needs to access, we can 
provide a platform that secures the experience and utilises 
context to change the end user experience with respect to 
where they are, who they are and which device they happen to 
be using at the time.

When a user changes roles within an organisation, context 
needs to follow. Same user, same user devices, but potentially 
very different entitlement to different classes of information. 
The mobility strategy needs to recognise this and adapt 
accordingly. Without that sophistication, over time, users 
moving between projects and organisational roles can 
progressively accrue a level of aggregated access to data and 
systems far beyond centrally sanctioned access levels.

This is the real world of mobility and security. Devices move, 
users move, and roles change. Security in this context needs to 
focus on categories of enterprise data, categories of enterprise 
systems and which categories a given user’s role is entitled to 
access at any point in time. 

THE SECURITY PERSPECTIVE - 
CONTEXT
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An enterprise mobility framework is invaluable in guiding your thinking and discussions when 
it comes to the technical considerations of implementing an enterprise mobility strategy.

Once you move beyond users and devices, you need an abstraction layer to help hide 
the complexity of IT from what users need to on a day-to-day basis and this is where the 
Workspace Services layer is vital.

BEYOND USERS AND DEVICES 
EXPLORING THE FRAMEWORK
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How do you provision software, data access and system access 
securely to mobile users accessing those assets from multiple 
mobile devices? The answer takes into account the fact that 
end users are also consumers and they know and expect 
on-demand self-service, not IT intervention. In short, they 
want an app store experience in the workplace which can be 
delivered with a service catalogue - provisioning services and 
applications on demand, any time, from any device without IT 
intervention or support.

Organisations with sophisticated automated provisioning 
processes can on-board new users in hours (and de-provision 
departing users in a similar manner). From the time a user is 
provisioned in the HR system, their account and access can 
be setup in minutes. With effective systems and processes, 
a service catalogue can allow a user to self-serve their own 
non-core applications on demand. Browser-based delivery, 
automated access and automated provisioning, with business 
process and workflow automated behind those requests, 
can ensure the right services are delivered on-demand. 
That’s nirvana and something that large organisations have 
been embracing for years, but how realistic is it for smaller 
companies?

The answer depends: while you may not be able to automate 
everything, there are still basic things you can do to automate 
on-boarding without the full end-to-end app store experience. 

As soon as a person is registered as an employee in an 
HR system, their identity should be provisioned with the 
appropriate role access. The provisioning that follows though 
has traditionally involved a massive load on the service desk 
or IT support to effectively setup that new user.  The lack of 
automation can continue to impact IT beyond initial provisioning 
with examples like password changes or new application 
deployment. Today, that load can be reduced by making access 
to applications a user-driven function through self-service to an 
enterprise service catalogue.

Costs are coming down. Major vendors like Microsoft, VMware 
and Symantec are all at different points in the journey towards 
an enterprise app store model but out-of-the-box options for 
service catalogue solutions are now within reach of small to 
medium size enterprises. 

Content Collaboration Identity and 
Authentication 

Tailored
Applications

Digital 
Workspace

WORKSPACE SERVICES
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Previously, Active Directory provided a single source of truth 
for user identification, authentication and deactivation. When 
someone left, you deactivated them. This worked effectively 
when all applications integrated with Active Directory and ran 
on-premises.

However, the rise of Software as a Service (SaaS) applications 
such as Office 365 and Salesforce means a user today will 
most likely need to access a combination of on-premises 
and cloud based apps in their day-to-day role. Cloud-based 
applications lack native integration with Active Directory, so the 
identity provisioning and on-going security are challenges that 
must be addressed.   

In this SaaS cloud-based model, users could have 6-7 
usernames and passwords – and when they leave the 
organisation simply deactivating their Active Directory profile 
does not necessarily deactivate those other SaaS apps. The 
security implications are obvious.

So, how do you adapt that model to reflect mobility reality of 
enterprise services not tied to Active Directory? This is where 
identity management (IDM) solutions can help.

IDM can sit between Active Directory and everything else. 
You don’t want to expose Active Directory to everything and 
everyone outside the organisation. It is the single source of 
truth and needs to be protected.

A solid IDM solution can streamline authentication and 
authorisation based on user roles and even help with 
productivity. Some estimates suggest that implementing an 
effective authentication solution can save users as much as 
15 minutes a day (equating to approximately $3.2 million a 
year in one example) by removing the need to login and re-
authenticate constantly as the user moves between different 
systems.1

THE ROLE OF ACTIVE DIRECTORY AND 
IDENTITY MANAGEMENT (IDM)

The decision on which solution is appropriate for you is largely 
dependent on your requirements and vendor alignment. 
Whichever solution you select, the focus still comes back 
to utilising context to provide an experience to the end user 
based on how they access particular information. 

Using a service catalogue model to give users access to 
internal and external services can provide this single, cohesive 
user experience and a single policy engine. The service 
catalogue approach abstracts the underlying content stores 
from the access method for users. It enables IT policy to be 
enforced across content stores that don’t inherently have 
inbuilt policy capability.

•   Microsoft Azure Active Directory can take Active 
Directory (AD) credentials and extend/federate 
authentication across all of your online apps 

•   VMware has a solution inside the firewall; between 
Active Directory and Cloud apps that ties everything 
back to Active Directory - when you lock an account, 
they have access to no services on-premises or on-
cloud

•   The Symantec Identity Access Management (SIAM) 
platform can extend Active Directory and other 
directories to cloud based apps. Combined with 
Symantec Validation and Identity Protection (VIP) SIAM 
gives organisations the ability to install a platform that 
provides IDM across a large number of corporate and 
cloud services.

There are multiple solutions available to manage this 
federation of identity and ensure your cloud solutions 
are securely based on that identity.  
For example:

1  Source:  VMWare Blog - Survey Says Hospitals Save 3 Million 
Dollars Per Year with Single Sign-On
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While Workspace Services provide an abstraction layer from the 
complexity of IT, Workspace Delivery is about provisioning the workspace 
in which users utilise those assets. 

Activity-based working in a mobile work environment changes the model 
of Workspace Delivery. To support mobility, IT needs to adapt Workspace 
Delivery to support spaces that people like using, want to use and use 
productively – and that is increasingly not the traditional office.  

ADAPT WORKSPACE DELIVERY 
MODELS TO SUPPORT MOBILITY

Traditional 
Applications

Physical 
Desktop

Virtual 
Desktop

Mobile 
Applications

SaaS

Application 
Platforms

To support access to those apps and office based services, Workspace Delivery 
needs to be equally flexible, combining a range of models to support mobility 
and multiple devices, including:
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How you execute the Workspace Delivery layer is largely 
dependent on the application, the device and the use case. 
Which means, for example, that legacy apps should be 
delivered correctly on a tablet. That can present challenges as 
buttons, fields and keyboard shortcuts were never designed 
with touch based systems in mind. You need to be able to take 
a legacy app and present it on a touch enabled device, with the 
software smart enough to render it correctly across a range of 
devices and make it user friendly. If there is a native application 
available on that platform – redirect the user to that instead for 
optimal experience.

Abstraction of content from the source can provide IT with 
flexibility to migrate data across Workspace Delivery models 
without affecting end users. Being able to present information 
from one source in different ways like this can ensure 
consistency and deliver one source of truth. The abstraction 
of the content from the underlying services also not only aids 
collaboration, it makes it possible. For example, if you are 
working with an external contractor or agency and they don’t 
have a particular workspace solution, by abstracting the service 
your collaboration with external parties is simplified. 

Healthcare workers provide a classic example. Specialists 
move between hospitals. They might want to collaborate with a 
clinician at another hospital, take a photo of a damaged knee, 
put it into a content repository, ask a colleague ‘what is your 
opinion on this?’, start a chat session, get info back in a timely 
fashion and then replicate the information back to the data 
centre attaching it to the patient’s health record. 

With different hospitals using different systems, this scenario 
requires an abstraction of data from the system and the 
flexibility of Workspace Delivery to enable specialists 
to collaborate regardless of location and irrespective of 
organisational constraints. 

What if you decide this IT effort isn’t warranted? The reality 
is that mobility will overtake you regardless. Take for example 
frontline workers that use smartphones to photograph 

information for quick access because you haven’t provided 
an alternate method. There is no malicious intent. The user is 
simply harnessing the technology in their hand to make their 
work more efficient. 

But there are unintended consequences. Now you have 
sensitive information sitting on hundreds of smartphones. Many 
of those BYOD handsets have been set up for personal use to 
automatically replicate photographs to a public cloud backup. 
Now you have sensitive information distributed across devices 
and across multiple private and public cloud services. The 
head in the sand approach to mobility is rarely appropriate. In 
this situation, mobility policy would necessitate some form of 
centralised control and security. 

Clever use of Workspace Delivery such as dynamic VPN, or 
micro VPNs when a particular app launches, can enable mobility 
customisation such as encrypting communication back to the 
organisation by building this requirement into the application 
design. For more sensitive information, the model can be 
refined further to support secure mobility. For example, two-
factor authentication is becoming more and more prevalent. 
Initial access to the app could be transparent (via certificate) 
but as the user looks to request more sensitive information 
they can then be required to manually input a second factor of 
authentication like a PIN or an embedded security token on the 
mobile device, confirmed at the click of a button. 

So, within the Workspace Services layer, the service catalogue 
is the way that we aggregate business and IT services. 
Workspace Delivery is about the delivery of services into the 
service catalogue - physical desktops, VDI, app streaming, 
app remoting, SaaS apps and mobile apps. It’s the underlying 
technology that delivers these applications making the services 
accessible. 
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At a high level:

•   Physical Desktop deployments still have their place, 
particularly in scenarios where users are commonly offline, 
but the combination of Application Delivery capabilities 
from Microsoft and VMware can modernise this approach 
delivering a better consumer experience 

•   Virtual Desktop solutions such as VMware Horizon, provide 
capability to untether the underlying Operating System 
from the device – allowing for a true “Follow Me Desktop” 
experience between devices

•   Application Virtualisation solutions including Microsoft AppV 
and VMware ThinApp are ideal for those legacy applications 
that need to co-exist with a new version – a common 
scenario here being the delivery of Internet Explorer 6 to 
support old ERP systems

•   Application Remoting solutions delivered with Microsoft 
RDSH and managed with VMware Horizon Workspace offers 
unparalleled density – but it’s not for every application – co-
existence challenges here can mean multiple solutions are 
required to deliver the solution

•   VMware Horizon Workspace, along with Airwatch 
capabilities, are the glue between desktop apps, web apps, 
mobile apps, data and even full desktop experiences – 
bringing everything together in a browser for simple user 
consumption.

It is not a case of either/or: the elements of the Workspace 
Delivery framework are not in isolation of each other. 
Combining these technologies is far more likely. So with a 
packaged app or physical desktop, you can use a remote 
app inside a VDI session. If you extract the service from the 
underlying infrastructure, it gives you the option to be flexible 
whereas if an app is installed in Windows on a physical device, 
it is stuck. By contrast, if the application or the desktop itself 
is virtualised, it can be presented to the virtual desktop, to a 
remoting app system.

The delivery technology/mechanism is dependent on the 
scenario. What does the user do? Where are they doing it 
from? Is it a VDI session, a thick app, or a thin virtual app? The 
mobility context matters.

Moving the mobility discussion beyond users 
and devices can be difficult and this is where the 
Mobility Framework can help guide you.  By looking 
further into the underlying components, it shifts 
the focus to Workspace Services and Workspace 
Delivery; components that are critical to success.  

However, ultimately it all comes back to the 
information and the mechanisms to access that 
information. It needs to be device independent and 
the policy must follow the information and user, not 
the device. Achieving this is possible today with the 
currently available tools and solutions.  You just need 
the right framework to apply them and partner to 
guide you.

Mobility – it’s bigger than you think

www.data3.com/theanywhereworkplace

CONCLUSION
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