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Hybrid Cloud has quickly emerged as the obvious 
Cloud solution for organisations that can’t put 
everything into Public Cloud. However, despite its 
benefits, some are calling out that Hybrid Cloud 
doesn’t live up to their expectations. The hype 
associated with Cloud computing has long been 
inescapable, and only continues to increase as 
Cloud solutions become increasingly accessible. 
Even organisations yet to adopt Cloud technology 
are typically considering their Cloud options, and 
more often than not it’s viewed as a “when”, 
not “if”, decision. Indeed, a recent CIO survey 
highlights Cloud as their second highest priority in 
2016, with infrastructure and data centre ranking 
fifth, and security at seventh1.

With so much positive perception, why have 
some analysts declared Hybrid Cloud computing 
as sliding into the Trough of Disillusionment2?

Why is Hybrid Cloud perceived as losing 
favour, when it’s become abundantly clear that 
organisations will need a mixture of on-premises 
and Public Cloud services? Is the perception 
valid? Or is it a case of Hybrid Cloud moving 
beyond the hype and maturing into a robust 
platform for growth? Is it simply the age old 
process of technology reinvigoration through 
cleared definition, realistic expectations, and the 
application of robust management to extract the 
full value of the investment? 

This paper explores the barriers that 
organisations have faced with Hybrid Cloud, and 
the capabilities you need to develop to unlock the 
technology’s full potential.

1 Gartner, Technology Priorities for CIOs, 2016 
2 Gartner, Hype Cycle for Cloud Computing, 2016
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With such broad availability of on-demand Cloud services 
like Salesforce.com and Microsoft Office 365, does a 
small adoption of one of these tools qualify as “Hybrid 
Cloud” if the organisation still has some servers on-
premises? Technically, perhaps, but this really is a gross 
oversimplification. Software as a Service is clearly one part 
of the Cloud story, but organisations exploring the larger 
potential of the Cloud typically need to consider a range of 
variants including:

   Infrastructure as a Service (IaaS) - Delivering on-
demand services and almost infinite scalability, the 
relentless demand for rapid access to storage and 
compute capacity was a key driver for early moves to the 
Cloud. When does it make sense to begin this transition?

   Software as a Service (SaaS) - Which software 
applications does it make sense to consume from a 
Cloud Service Provider? Which software needs to remain 
on-premises? What is the optimal migration path for a 
gradual evolution from one to the other?

   Platform as a Service (PaaS) - Beyond raw 
infrastructure (IaaS) and entire software suites (SaaS), 
Cloud can provide a platform for rapid business 
application development and integration with other on-
premises and Cloud services. With applications, analytics 
and insights providing the potential to create competitive 
advantage, what is your analytics platform strategy? 

   Data as a Service (Daas) - The management of large 
data sets used to be an impediment to Cloud, now it is 
an integral consideration. How do you provide access 
efficiently and also determine what data sets belong in 
the Cloud and what should remain on-premises?

   Disaster Recovery as a Service (DRaaS) - With 
offsite backup on the Cloud so readily accessible, when 
does it make sense to also take advantage of DRaaS to 
enable rapid business recovery from critical business 
interruption?

   Network as a Service (NaaS) - Cloud-managed 
networks eliminate operational complexity and new 
software-defined networks provide highly granular 
management of network loads and network security 
in ways never previously possible. When does it make 
sense to add this to the mix?

All of these functions can be achieved on-premises or through 
combining much of the same on-premises infrastructure 
with hosting facilities. It’s now equally possible to consider a 
wholesale shift from on-premises to Cloud for any, or all, of 
these options. The real question is no longer “is it possible?”, 
but rather “when does it make sense, in what combination and 
how do we manage this Hybrid environment?”

THE DEFINITIONAL CHALLENGE  
– WHAT FLAVOUR IS YOUR HYBRID CLOUD?
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The definition challenge (above) is often a distraction 

because it leads the discussion to a focus on flavour, 

instead of the more important topic, the business 

application.

Contrary to early hype, the real value of Hybrid Cloud isn’t 

virtualisation, but rather its ability to enhance your business 

applications. One of the major reasons for delays in Cloud 

adoption is that far too many organisations are unsure 

how to align their application portfolio within the structure 

of a Hybrid Cloud environment. When your organisation 

begins to evolve towards Hybrid Cloud, it’s critical to 

focus on application placement. While most applications 

won’t migrate entirely to Public Cloud, there are still many 

opportunities to optimise those same applications to 

generate a rapid return through a hybrid strategy.

The key to successful Cloud adoption is to ensure you have 

a very clear picture of which applications the business 

is actually using, and how they work together. It sounds 

obvious, but it’s rarely done well and is fundamental 

to ensuring the successful adoption of Cloud services, 

irrespective of the type of Cloud. Data#3 regularly sees 

organisations miss this crucial step, and it’s the number 

one reason that organisations get Cloud transition fatigue; 

they don’t truly understand their application portfolio.

 

When assessing your application portfolio, the 
critical pieces to understand include:

  What are your applications?

  What are the application interdependencies?

  How are the applications used?

  Who uses the applications?

   What data is stored by the application  
and where?

  Has the application data been classified?

  Who manages the applications and how?

   Who is the application owner and who is the 
subject matter expert (SME)?

   How do you test the application with the  
SME to make sure it is working properly?

THE APPLICATION CHALLENGE  
– UNDERSTAND YOUR APPLICATION PORTFOLIO FIRST
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We have outlined in this paper that understanding the 

Application portfolio is the number one priority to ensure 

successful adoption of Hybrid Cloud, but what else should 

you consider?  While application profiles are critical, if 

they’re going to run in the Public Cloud, and potentially 

store data there, security quickly becomes another 

significant consideration, and it’s important to have a 

security framework to guide the decision making process. A 

robust Security Framework will address key issues such as: 

   -   What compliance requirements is the organisation 
subject to

   -  How to classify application and data risk

   -   Where should services reside

   -   What protection mechanisms are required in 
accordance with risk levels

   -   What policies should be applied to backups

   -   How will the Cloud services be connected to the 
corporate network?

Once the application portfolio is assessed against both 

application and security frameworks, the appropriate 

mechanisms to deliver the application (on-premises, Public 

Cloud, Private Cloud, or Hybrid Cloud) can be determined. 

A prioritised list of applications, and the pre-requisites to 

their successful migration, is then available to support the 

transition process.

A comprehensive application portfolio is critical. Not only 

does it drive the decisions around Cloud and where the 

applications should run, but it also determines the approach 

to high-availability, the management requirements, and 

ultimately the price per application; all of which can be 

consolidated into a service catalogue to streamline IT 

service delivery. 

THE SECURITY CHALLENGE  
– WHY YOU NEED A SECURITY FRAMEWORK 

The hype around Cloud solutions promised simplification; a 
reduction in management overhead for hardware, software 
and security. The reality though is that many Hybrid Cloud 
implementations resulted in increased complexity. This 
contrast between promise of simplicity and reality of 
complexity lies at the heart of the disillusionment behind 
declarations that Hybrid Cloud is sliding into the trough of 
disillusionment.

Early adopters discovered that scalable capacity on the 
Cloud often came with a lack of cohesive security solutions, 
compliance and regulatory challenges, and increased 
management difficulties. In many ways, IT environments 
become harder to manage – not easier.

Administrators tasked with managing early Hybrid Cloud 
environments discovered that infrastructure provisioning 
processes became inconsistent, as on-premises data 
centres were fundamentally different to Cloud services – 
precisely the sort of thing that was supposed to be easier 
with Cloud, not harder.

   Inter-Cloud Management - Many organisations have 
adopted Cloud solutions for specific use cases, resulting 
in an IT environment spanning multiple Cloud providers. 
This creates management complexity. The answer lies in 
adopting a management framework that enables visibility 
of the complete environment irrespective of the on-
premises or Cloud infrastructure it runs on.

THE COMPLEXITY CHALLENGE  
– WHY DOESN’T HYBRID CLOUD ALWAYS SIMPLIFY?

4



   Security - Security policy and governance applied to 
information does not stop when data moves to Cloud. 
Many solutions provide direct connectivity to your 
network, creating another attack vector through your 
directly connected Cloud services. Many Cloud services 
have security features, but are not secure by default; it’s 
up to you to secure the Cloud services in accordance 
with your security policy. Cloud strategy and security 
policy must be holistic and encompass all elements of 
Hybrid Cloud.

   Compliance and Data Sovereignty - Most 
organisations are subject to compliance requirements 
of some form or other. Understanding how this relates 
to Cloud adoption is important. Data Sovereignty is 
also a consideration for those organisations subject to 
restrictions on what jurisdictions workloads and data 
may operate and be stored. Where this is relevant, 
considerations include:

   -  In what country will the workload run?

   -  Where is the data stored at rest?

   -  Does the data transit through any other countries?

   -   Are there any data storage requirements in terms  
of classification?

   -  Does data have to be encrypted?

   -   Are there different requirements of data in transit  
and at rest?

   -   What compliance requirements are there for backup? 
(retention, age, storage location, encryption).

   Provisioning - Ease of provisioning new virtual servers, 
applications and new users is a key motivation for many 
organisations buying into the vision of Hybrid Cloud. 
Yet the reality hasn’t always lived up to the promise. 
It is one of the key differences between current on-
premises environments and Cloud environments. The 
answer to overcoming this reality gap is to pursue a 
consistent environment with a consistent management 
framework to enable provisioning of infrastructure and/or 
applications regardless of the underlying infrastructure.

   Financial Transparency - When you have a good 
picture of your application portfolio, an established 
Service Catalogue and a good handle on your costs, 
you’re in great shape to have a business conversation 
about the cost to deliver revenue generating business 
services. This changes the conversation from IT wanting 
more money, to true business partnership - where IT is 
working with the business to support new services.

If Hybrid Cloud brings unintended complexity, the answer 
lies in identifying an appropriate management framework 
to reduce that complexity.  

Management solutions like Microsoft Azure Stack, HPE 
Helion and Cisco CloudCenter provide options to step 
back from the complex component of a Hybrid Cloud 

environment, and instead start from the perspective of 
delivering a consolidated management platform. The 
coherent management visibility and control that this unified 
approach delivers provides the key to achieving the true 
promise of Hybrid Cloud.

THE MANAGEMENT CHALLENGE 
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Hybrid Cloud is far from dead, but most organisations are far from prepared 
to use it successfully. Few are able to move entirely to the Cloud, and fewer 
still can justify remaining entirely on-premises. It’s a practical reality that many 
organisations will need to use a combination of on-premises and Public Cloud, 
and this Hybrid Cloud needs to be managed. Organisations must focus on a 
unified approach to Cloud management, gain understanding of their application 
portfolio, and review their business applications against a rigorous security 
framework. Only then can organisations make an informed decision as to the 
most appropriate combination of Cloud services and plan a Hybrid solution that 
meets the needs of the organisation.

If you are interested in implementing the 
solutions discussed in this whitepaper,  
visit www.data3.com.au/yourcloud-yourway/ 
or contact a Data#3 specialist.

CONCLUSION

6

http://www.data3.com/yourcloud-yourway/


Brisbane (Head Office) 
67 High Street  
TOOWONG, QLD  
4066, Australia

Melbourne 
Level 4,  
55 Southbank Boulevard  
SOUTHBANK, VIC  
3006, Australia

Sydney 
107 Mount Street  
NORTH SYDNEY, NSW  
2060, Australia

Launceston 
23A Earl Street  
LAUNCESTON, TAS  
7250, Australia

Follow Us:

youtube.com/Data3Limited

linkedin.com/company/Data3twitter.com/Data3Limited

facebook.com/Data3Limited

1300 23 28 23  
www.data3.com.au

Adelaide 
84 North Terrace 
KENT TOWN, SA 
5067, Australia

Canberra 
Suite 2, Level 1 
220 Northbourne Ave 
BRADDON, ACT  
2612, Australia

Hobart 
16 Collins Street  
HOBART, TAS  
7000, Australia

Perth 
Level 2, 76 Kings Park Road  
WEST PERTH, WA  
6005, Australia

Published: December 2016

http://youtube.com/Data3Limited
https://www.linkedin.com/company/data3
http://twitter.com/Data3Limited
http://facebook.com/Data3Limited
http://www.data3.com

