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1 Introduction 
The primary goals of Azure health assessments are designed to help Tailspin Toys accomplish the 

following: 

• Assess the health of your Azure cloud infrastructure and operational practices using a set of 

data collection tools provided by Microsoft;  

• Identify key areas where your cloud environment deviates from Microsoft Cloud best practices; 

and 

• Customised recommendations from a Data#3 Azure expert on resource cost and utilization 
optimization, cloud governance and security risk exposure mitigation. 

 



2 Azure Cost Analysis 
This following section provides the analysis of the Azure consumption for Tailspin Toys Azure EA 

Subscriptions.  

2.1 Azure Lifetime Usage by month 

 

2.2 Azure 12 Months Usage Cost  

 

 



2.3 Usage by Services 

 

2.4 Cost by Location 

 



2.5 Top 5 Usage Drivers 

 



3 Analysis and Recommendation 
Data#3 will provide analysis and recommendations in the following categories.  

• High Availability 

• Costs 

• Governance 

• Security 

An example of these recommendations is provided below.  

Category Recommendations 

High availability Enable backups on the following Azure VMs: 

a. TPTWEBAPP01 

b. TPTSQL01 

High availability Use availability sets for improved fault tolerance for the 

following production VMs: 

a. TPTWEBAPP01 

b. TPTSQL01 

High availability Enable monitoring on the following VMs for proactive 

monitoring. 

a. TPTWEBAPP01 

TPTSQL01 

Cost Turn off the following VMs that are no longer being 

used: 

a. TPTDEVAPP01 

b. TPTTESTDEV01 

Cost Scale Down the following VMs that are not being 

utilized: 

a. TPTSQL05 

b. TPTSQL06 

Cost Delete the following Azure storage accounts that are 

no longer in use: 

a. TPT-AzureStorageLRS 

b. TPT-AzureBlobStorage 

 



Category Recommendations 

Governance Implement the following Azure Resource policy 

definition to govern the azure environment: 

• Allowed Resource Type 

• Allowed Locations 

• Allowed Virtual Machine SKUs 

• Allowed Storage Account SKUs 

• Apply tag and its default value 

• Enforce tag and its value 

• Not allowed resource types: 

Governance Create Role-based access control (RBAC) for user 

accounts based on their roles and responsibilities.  

Security The following services are provisioned in different 

location than Australia: 

a. DataManagementStorage – West US 

b. A2VM – TPTIOT01 – West US 

c. WEBAPP01 – Singapore 

 

 

 

 

 

 

 

Confidentiality and Intellectual Property Rights 
Within this document are contained Data#3’s technical designs, advice, concepts, know-how, techniques, processes and methodologies that form part of its bank of 
commercially sensitive and valuable intellectual property. Customer is strictly prohibited from using any of Data#3’s intellectual property contained herein except with Data#3’s 
prior consent. To do so would constitute a breach of Data#3’s intellectual property rights (including, but not limited to, copyright infringement). Any damage or loss sustained 
by Data#3 as a result of such breach by Customer will be treated seriously by Data#3. If requested by Data#3, Customer shall destroy any and all copies of this Proposal 
(including referenced attachments) in its possession or control. 

Where Data#3 is commissioned by the Customer to perform work, Data#3 retains all right, title and interest (including ownership of copyright) in all Materials created during 
the service performance period or otherwise (such as those that pre-exist the engagement). Data#3 will deliver one (1) copy of the specified Materials to the Customer. Data#3 
grants the Customer an irrevocable, non-exclusive, worldwide, paid-up licence to use, execute, reproduce, display, perform, and distribute, within the Customer’s Group 
Companies only, copies of these Materials. Customer agrees to reproduce the copyright notice and any other legend of ownership on any copies made under this licence. 
Any idea, concept, know-how or technique which relates uniquely to the subject matter of this document AND is developed or provided by either of the Parties, or jointly by 
both (subject to applicable patents and copyrights) may be freely used by either of the Parties. 

Customer and Data#3 shall not without the prior written approval of the other, make public or disclose to any other entity, any Confidential Information exchanged in respect 
of this document, including this document itself. If a party gives written approval for such disclosure, that party may impose such terms and conditions as it deems appropriate. 

The confidentiality obligations set out above shall not be taken to have been breached where the information referred to is legally required or permitted to be 

disclosed. 
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