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Maximize your Microsoft ROI and 
Fortify Security with Mimecast.
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Mimecast

1.3 Billion
EMAILS INSPECTED DAILY

42,000+ 
CUSTOMERS IN MORE 
THAN 100 COUNTRIES

17 Million
END USERS PROTECTED

20 Years
OF PROTECTING EMAIL
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Technology Fallibility

Employee Error

Malicious Actors

Risk Vectors
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Exploitation

345 Million 
Licenced Users 
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Rejections  |  Totals   

Microsoft

Adobe

Banking

Dropbox

Credential Harvesting

Source: Mimecast Global Threat Intelligence 2023

76%
of credential attacks caught 

by Mimecast AI 
impersonate Microsoft 365 
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Banking

Dropbox
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76%
of credential attacks caught 

by Mimecast AI 
impersonate Microsoft 365 

20%
originate from Microsoft 

Domains & IPs 
(300% increase YoY)
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Rejections  |  Totals   

Microsoft

Adobe

Banking

Dropbox

Credential Harvesting

Source: Mimecast Global Threat Intelligence 2023

76%
of credential attacks caught 

by Mimecast AI 
impersonate Microsoft 365 

20%
originate from Microsoft 

Domains & IPs 
(300% increase YoY)

Email Security Risk Assessment 2023: Microsoft Defender for O365

1 in 11 emails were bad or unwanted 

4.4 Million emails inspected over 2023. Data normalized for 1 million.

475 BEC & VIP Impersonation 

122 Advanced Malware 

6,163 Basic Phishing Emails 

302 Known Malware

80,007 Spam

For every million emails, customers received: 
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Why Mimecast?

Get AI-powered Detection Simplify Administration Deploy Instantaneously

Email Security, Cloud Integrated

+ Pre-Configured Settings

+ Optimized Protections out of the Box

+ Minimal Configuration

+ Understand What has Been Blocked

+ Threat Prioritization

+ Fast, Easy Threat Removal

+ Block the most sophisticated threats 

+ Get proactive defense, powered by 40k customers 

+ Close Gaps In 365 Email Security
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The Mimecast Solution
Email Security Cloud Integrated

Routing Microsoft 
Security

Mailboxes
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The Mimecast Solution

Phishing

Malware

Untrustworthy

Spam
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Phishing
+ Multi-layered URL Inspection
+ Browser isolation 
+ AI Driven Dynamic Email Banners
+ Malware Protection

Malware
+ Multiple Threat feeds
+ Properiatary and 3rd Party Scanners
+ AI Driven File Analysis
+ Sandboxing
+ HyperLink Inspection 
+ Realtime Protection from 40K Customers

Untrustworthy
+ Anomaly detection
+ AI-Driven, Dynamic Email Banners
+ Phishing Protection

Spam
+ Multiple Spam Feeds
+ Propriatary Spam Engine
+ Mimecast SOC

URL 
Protect

Social
Graphing

Spam 
Scanning

Attachment 
Inspection
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Block email-based threats with industry leading efficacy

Get the Best Protection
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Proven defenses AI-powered defenses

Block email-based threats with industry leading efficacy

Get the Best Protection
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Internal Username Match
VIP User (CEO)

Display Name

Freemail Domain
Internal Domain Similarity
Supply Chain Domains
Newly Observed Domain

Domain Checking

AI Behavioral Analytics deliver 
dynamic, contextual banners to 
alert users to anomalous emails

Social Graphing

This message contains the 
terms; “bank”, “direct deposit”, 
“urgent”, “response”, “payroll”

Content Detection

1
2

3

4

Business Email Compromise Detection
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Business Email Compromise Detection
Dynamic warning banners
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Execute whole website for 
analysis without need for GUI to 
understand and interpret page 
content.

Headless Browsing Scan

Assess hyperlinks on page to 
determine reputation and 
categorization.

Shallow Scan

Inspect the logical structure of 
documents on final page 
content.

Full DOM Scan

3

Credential Theft Protection
Multi-stage phishing and file share exploit protect
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Credential Theft Protection

1

3

2

4

Not a Microsoft owned domain 
and no relevance to the brand

URL String Detection

Image detection representing 
known brand = Microsoft

Logo Detection

User input prompts

Object Detection

“Sign In” “login” “email” 
“username” “password”

Text Detection

1

3

2

4

Computer Vision
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Added Protection with Browser Isolation

1

3

2

4

Not a Microsoft owned domain 
and no relevance to the brand

URL String Detection

Image detection representing 
known brand = Microsoft

Logo Detection

User input prompts

Object Detection

“Sign In” “login” “email” 
“username” “password”

Text Detection

1

3

2

4

5
Indeterminate results

Browser Isolation

5
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New sign-in notification
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Email Security, Cloud Integrated

▪ Block email-based cyber threats with 
best-in-class, AI-Powered security

▪ Join 27K+ customers who trust Mimecast
to secure their M365 environment

▪ Deploy with minimal effort 
facilitated with pre-configured settings

▪ Leverage an intuitive threat dashboard 
and one-click remediation
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