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Maximize your Microsoft ROl and

Fortify Security with Mimecast.

Matt Youman | Senior Sales Engineer




Mimecast

CUSTOMERS IN MORE END USERS PROTECTED
THAN 100 COUNTRIES

EMAILS INSPECTED DAILY OF PROTECTING EMAIL
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How our primary work surface...
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became our primary risk surface

©2023 Mimecast. All Rights Reserved.

Emalil and Collaboration Risk

Risk Vectors

Malicious Actors
Employee Error

Technology Fallibility
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Our global attracts more risk

345 Million
Licenced Users

Adoption

Exploitation
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IS still how business gets done

2

Adoption

Exploitation
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M365 credentials are the most highly targeted.

76%

of credential attacks caught
by Mimecast Al
Impersonate Microsoft 365

Rejections | Tc
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Microsoft is part of the email threat landscape.

Rejections | Tot

20%

originate from Microsoft
Domains & IPs
(300% increase YoY)
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Source: Mimecast Global Threat Intelligence 2023
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It Is to expect M365 to take this on alone.

Email Security Risk Assessment 2023: Microsoft Defender for 0365

4.4 Million emails inspected over 2023. Data normalized for 1 million.

475 BEC & VIP Impersonation

122 Advanced Malware

R
g 302 Known Malware

6,163 Basic Phishing Emails

80,007 Spam
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Email Security, Cloud Integrated
Why Mimecast?

Get Al-powered Detection Simplify Administration Deploy Instantaneously

+ Block the most sophisticated threats + Understand What has Been Blocked + Pre-Configured Settings
+ Get proactive defense, powered by 40k customers + Threat Prioritization + Optimized Protections out of the Box
+ Close Gaps In 365 Email Security + Fast, Easy Threat Removal + Minimal Configuration
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The Mimecast Solution
Email Security Cloud Integrated

— mimecast

Routing Mailboxes

8 ™M

B Microsoft 365

a8
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The Mimecast Solution

Phishing Untrustworthy

Spam Malware
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The Mimecast Solution

URL Social
Protect Graphing
Phishing |y| & ® Untrustworthy
I glrlél\f\i/_slz?'/iesrsgtLiJORrL_ nepection <§7 @ iﬁrgw\iﬁdﬁﬂm Email Banners

+ Al Driven Dynamic Email Banners + Phishing Protection

+ Malware Protection

Spam

Malware
y\ y‘ + Multiple Threat feeds
+ Propriatary Spam Engine @ ﬁ + Properiatary and 3 Party Scanners

+ Multiple Spam Feeds
+ Mimecast SOC + Al Driven File Analysis

+ Sandboxing
Spam AttaChment + HyperLink Inspection
Sca Nnn | ng |n5pection + Realtime Protection from 40K Customers
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Get the Best Protection

Block email-based threats with industry leading efficacy

& Email With URLs in Body or Attachment
URL
Inspection

Attachment
Inspection

Safe, Clean
Emails
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Get the Best Protection

Block email-based threats with industry leading efficacy

| |
| | [
I Proven defenses | Al-powered defenses |
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Business Email Compromise Detection

Display Name | Payroll update]

Internal Username Match
VIP User (CEO)

¢
Pete Bauer g pbauer@gmail.com> @ | O Reply | € ReplyAll | —> Forward

eno g Tue 2/21/2023 3:11 PM

This message could be suspicious

* Similar name as someone you've contacted.

* No employee in your company has ever replied to this
person.

* This is a personal email address.

Freemail Domain

Internal Domain Simi|arity Report or Mark Safe Powered by Mimecast
Supply Chain Domains
Newly Observed Domain Edwin,

Content Detection

This message contains the
terms; “bank”, “direct deposit”,

n u n u

“urgent”, “response”, “payroll”

Hope vou are having a great day! I wanted to let vou know that I recentlvfchanged bankd and need my]direct dv.';;sit informatiorfto be updated

before our next pay pernod. I hate to bother but hope vou understand sense of urgency Rere.

If vou could please respond }I will send you the updated bank information. Can’t wait to see you in the office soon.

Social Graphing Thank you kindly

Al Behavioral Analytics deliver
dynamic, contextual banners to
alert users to anomalous emails

Pete Bauer, CEOQ
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Business Email Compromise Detection

Dynamic warning banners

Reset Outlook Password

MS-OFFICE Postmaster
To: You

This message could be suspicious
» Domain was created recently.
+ This is their first email to your company.

Report or Mark as Safe Powered by Mimecast

Reset your Office 365 Password

You have requested to reset your password.

Reset your password here:

©2023 Mimecast. All Rights Reserved.

Report this Email or Mark as Safe
What would you like to report for this sender

Sender fake @phisher.com

Reporter pat.jones@corporation.com

Safe
Hide warnings for this sender

Spam
| don't want to see these emails

Reset Outlook Password

MS-OFFICE Postmaster
To: You

© This message is dangerous
* The sender was marked as dangerous
* Do notclick any links or respond

Report or Mark as Safe Powered by Mimecast

Reset your Office 365 Password

You have requested to reset your password.

Reset yvour password here:

mimecast



Credential Theft Protection

Multi-stage phishing and file share exploit protect

Execute whole website for . This secton s read-onty
analysis without need for GUI to
understand and interpret page
content.

OneNote Outstanding INV from S5

e

3 Ay
PR KRy 45
T S AN EUR A

Outstanding INV from ?'*

The attacker used a
genuine customer name to
make the attack seem
more legitimate.

Assess hyperlinks on page to
determine reputation and
categorization.

Adobe Document Cloud

VIEW SECURED DOCUMENTS

InSpeCt the |Ogica| structure of To read the document, please enter with the valid
dOCU ments on fl nal page email credentials that this file was sent to.
content. Sign in with Qutiook

Sign in with Office365

Sign in with Other Mail

Select your email provider to view Document

CopyRight® 2021 Adobe.

|
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Credential Theft Protection

Computer Vision

0 URL String Detection

Not a Microsoft owned domain @ hitps//loginmyonlinekz
and no relevance to the brand

O | O Newas B
1 @ hips//loginmyonlinekz/com B C & B (Son @ - (L)

Image detection representing
known brand = Microsoft

e Object Detection
User input prompts Sign in b

Email or phone

No account? Create one!

B® Microsoft

” u

° Text Detection

|II

emai
password”

“Sign In” “login

” u Can't access your account?

“username
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Added Protection with Browser Isolation

URL String Detection

Not a Microsoft owned domain
and no relevance to the brand

Logo Detection

Image detection representing
known brand = Microsoft

Object Detection

User input prompts

Text Detection

” u

“Sign In” “login” “email”
“username” “password”

Indeterminate results

©2023 Mimecast. All Rights Reserved.

B nttps//2.uk-Lisolation.mimecast X +

&) & 3.uk-l.isolation.mimecast.com/?session|D=b4b21618b4530d1bed2a

BS Microsoft

Sign inE

Email or phone

Welcome to Browser Isolation

To protect you on the web, some pages will be displayed in a
secure browser.

(J Don't show again

mimecast
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O

Email Security, Cloud Integrated

Walkthrough |
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Deploy in less than four minutes

Thank you for signing up with Mimecast

<no_reply@mimecast.com
Mon 0/00/0000 0:00 AM
To: You

PFOTECT o Mimecast

+ Scan incoming + outgoing emails

+ Block threats to users

+ Remove active threats from inboxes Thank you for signing up with Mimecast
] Deleted ltems 6
Thank you for choosing Mimecast. Your security revolution starts today!
= Archive
You are now ready to configure your free trial to enable Mimecast and
L] Notes

protect your company.

© The configuration requires you to have a Microsoft 365 Global

. Administrator account.
<@> Monitor nEeereee

The next steps are:

1. Create your password

2. Choose your protection mode

3. Sign in to your Microsoft 365 Admin account

+ Scan emails as per protection 4. Authorize our application
+ |dentify threats and take no action
+ Report on active threats only, no removal %

©2023 Mimecast. All Rights Reserved. mimecast 25



Deploy in less than four minutes

Create your Mimecast account and
choose your configuration

° Password e Configuration Summary

Choose your default policy configuration and continue to
Microsoft to authorize the installation.

© Protect (Recommended)
This option will protect your organization against active
threats. It is recommended for most users.
@ Import users and groups.
@ Scan historical email to detect dormant threats,

@ Detect and stop threats from being delivered to your
users.,

Monitor

This option will detects threats and log only. Policy actions
will be ignored and threats will be delivered.

@ Import users and groups.

@ Scan historical email to detect dormant threats.

A\ Detect threats only. Threats will not be stopped from
being delivered to your users.

© We are going to redirect you to Microsoft to
authorize the installation.

You need to have a Microsoft Global Administrator role.
We will not store your Microsoft credentials.

©2023 Mimecast. All Rights Reserved. miITIECESt 26



Simplify administration

mimecast @ o

Date Range
Home Last30 days v

Reduce configuration effort

Detections

©® We are configuring your email flow, scanning your historical email and importing users and groups.

Policies We will send you an email when the process is complete

. . Reports Configuring Email Flow Scanning Historical Email Importing Users and Groups Default Policy Mode
+ Pre-Configured Settings ® Protect

. . ) 123 Threats detected 64U /4G
+ Optimized Protections out of the Box Audit Logs rrets feeeE e A Brous

+ Minimal Configuration Gonnaitaten
Malware Phishing Untrustworthy ® Spam

3 Detections 32 Detections 24 Detections 64 Detections

© 3 Delivered © 32 Delivered 24 Delivered 64 Delivered

Recent Activity

Detections @

Analysis Status Policy/Rule From To Subject Date/Time |

Malware &= Delivered Policy: New Display: espengler@comp URGENT: 06 Dec 2021 -
0365 Mail threatactor@do any.com +2 Confirmation of 17:06:21
Policy main.com sales order

Mode: Protected Envelope:

. @ in.
Action: Allow ceo@domain

©2023 Mimecast. All Rights Reserved. I'niITIECESt 27



Get real-time intelligence on blocked attacks

I'I'Iil'nEl:ast' Free Trial: 30 days left ® O

Date Range

. H as ays
Easily manage ome Home Last 30 day

and understand threats Detections
Malware Phishing Untrustworthy @ Spam

Polici
OHEIES 6 Detections 65 Detections 48 Detections 130 Detections

+ Unders‘tand \/\Iha‘t has Been Blocked . Reports © 1 Delivered © 1 Delivered ® 48 Resolved ® 128 Resolved

e . [ Ived [ Ived
+ Threat Prioritization o Logs resolve  fesolve

+ |dentify Gaps In 365 Email Security

Configuration Recent Activity

Detettionso User Submissions
Email Subject Analysis Status Recipient Policy/Rule From Date/Time

URGENT: @ = Delivered 3e Policy: IT Admin Testing Policy username@ 06 Dec 2021
Confirmation of Mode: Monitor domain.com -17:06:21
sales order

Document we Phishing = Delivered Policy: IT Admin Testing Policy username@ 05 Dec 2021
discussed today Mode: Monitor domain.com -21:01:21

Order W Moved to Junk Policy: Default M365 Mail Policy username@ 04 Dec 2021
confirmation Mode: Protect domain.com — -17:11:25

Action: Move to Junk

End of Year Untrustworthy @ Quarantined Policy: Default M365 Mail Policy username@ 03 Dec 2021

©2023 Mimecast. All Rights Reserved. I'niITIECESt 28



Get real-time intelligence on blocked attacks

= mimecast © & o

<« R Message: Document we discussed

Report As Safe Create A Allow/Block List

Analysis Status Recipients

© Phishing & In user's mailbox 9

Easily manage

and understand threats POy Message
Mode Action Header
Subject Document we discussed
+ Actions Undertaken + Affected Users S . e from A Badguy <abadguy@domain.com>

To Cameron Frye <cfrye@company.com>

+ Detailed Analysis of threat

Detailed Ana |ySiS Dana Barrett <dbarrett@company.com>

Ferris Bueller <fbueller@company.com>

+ Message for forensic investigation } :
URL: https://proliasystems.somedomaini.com Showmore

Reply-to no-name <hack967@qgmail.com>
© Initial Scan 21 Feb 2022 - 14:00

) Date/Time 06 Dec 2021 - 16:51:44
Analysis Phishing - Credential Phishing Phishing - Credit Card
Fake Office 365 Login Page View Original Email Headers & Download .EML

Source Message Body

Detection

©2023 Mimecast. All Rights Reserved. I'niITIECESt 29



One-clic

-A - Remediate with the
b click of a button

\.I

+ Fast, Easy Threat Removal
+ Real-time Visibility of Blocked Threats

+ Optional Response Actions

©2023 Mimecast. All Rights Reserved.

emall removal

< M Message: Document we discussed

Report As Safe Create A Allow/Block List

0 We detected a potential threat was delivered to your users. Remove it from your user's mailbox or mark it as safe.

Analysis Status

Phishing ¥ Delivered

Policy
Action

Default 0365 Mail Policy Protected

Detailed Analysis

URL: https://proliasystems.somedomain1.com
@ Initial Scan 21 Feb 2022 - 14:00

Reason Phishing - Credential Phishing Phishing - Credit Card

Fake Office 365 Login Page

Source Message Body

Open In Browser Isolation

Recipients

Message

Header
Subject Document we discussed
From A Badguy <abadguy@domain.com>

To Cameron Frye <cfrye@company.com>
Dana Barrett <dbarrett@company.com>
Ferris Bueller <fbueller@company.com>

Show more v
Reply-to no-name <hack967@gmail.com>

Date/Time 06 Dec 2021 - 16:51:44

View Original Email Headers & Download .EML

mimecast
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Detect the most evasive attacks

Tl Delete = Archive © Junk v Q/ Sweep Moveto v ¢ Categorize v ® Snooze v
Favorites New sign-in notification
ifi Folders o - fo) i
|dent|f|es targeted ° O Reset <noreply@corp-accounts.com> on behalf of © Reset <badguy@domain.com>
To: (O cfrye@company.com

Email threats Inbox
Junk Email This message could be suspicious

= Similar name as someone in your company.
Drafts * The sender's email address couldn't be verified.
+ [dentity + social graphing

Sent ltems Report ar Mark Safe Powered by Mimecast

+ Integrated User Reporting Scheduled

Deleted Iltems

+ Rapidly Inform Users of New Threats

Archive

&
o
&
B>
C]
]
=
g

Notes

New sign-in notification

We noticed an unusual sign-in on your account c***e @company.com from an unrecognized
device.

To assist you to keep your account safe, your Administrator recommends that you reset your
password immediately.

Follow the link below to reset your password.

3
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|dentification of historic threats

|dentify latent
threats in user inboxes

+ 14 Day Historical Mail Scanning
+ View Historical Threat Detections

+ Fast, easy threat removal

©2023 Mimecast. All Rights Reserved.

mimecast

Home

Detections

Policies

Reports

Audit Logs

Configuration

Installation and historical email scan complete

@ Email flow configured

@ 128 Users and 4 groups imported

246 Threats detected in your users’ mailboxes

Remove Threats View Threats

Malware Phishing Untrustworthy

6 Detections 64 Detections 48 Detections

O 6 Delivered O 64 Delivered 48 Delivered

Recent Activity

Dete(tions@ User Submissions

Email Subject Analysis Status Recipient Policy/Rule

> URGENT: Malware = Delivered 3e Policy: Historical Email Scanning

Confirmation of Mode: Monitor
sales order

®

® o

Date Range

Last 30 days v

Spam
128 Detections

128 Delivered

Date/Time

username@ 06 Dec 2021
domain.com -17:06:21

mimecast
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Start Your Trial: hitps://bit.ly/D3MimecastC]

Email Security, Cloud Integrated

Deploy the number one security
companion for M365 in under four minutes.

Block email-based cyber threats with
best-in-class, Al-Powered security

1.3 Billion
= Join 27K+ customers who trust Mimecast EMAILS INSPECTED DAILY
to secure their M365 environment

= Deploy with minimal effort
facilitated with pre-configured settings

= Leverage an intuitive threat dashboard 1 7 M [ I I ion
and one-click remediation END USERS PROTECTED

©2022 Mimecast. All Rights Reserved. mimecast‘ 33



PROTECTED.

mimecast
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