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“Possible Cyber 
Security Breach.”

“$25m has been wired out of 
your corporate account”

“IT cannot confirm if 
we’ve had a breach as 
there are many tools 
and 1000’s of alerts to 

triage”

“Cyber Insurance will 
not cover the cost”

“One of your branch 
employees wired the 

funds to a third party.”

“Call from your CEO - what 
do we tell our 

customers/shareholders?.” 
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What is a Deepfake?
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The Rise of Adversarial AI
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Given the pace of 
innovation 
in cybersecurity, 
threat actors are 
adopting AI unlike 
anything we have 
seen before.
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Artificial Intelligence

Machine Learning

Deep Learning

Generative
AI

LLM
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AI Is Turbocharging the Speed and Scale of Attacks

2021-22

12 
HRS

Today

3
HRS

2026+
(Projected)

15
MIN

Build Ransomware Compromise & Exfiltrate

2021-22

9 
DAYS

Today

1
DAY

2026+
(Projected)

20
MIN

Exploit Vulnerability

2021-22

9
WEEKS

Today

1
WEEK

2026+
(Projected)

<60
MIN

$2B impact from attack on a 
US health insurer in 2024

15 million users '  PII and confidential 
data  exfiltrated in J an 2024

500+ organizations  and 35+ million people 
affected by MoveIT vulnerability
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AI-Powered
Business Applications… …

Customer Service 
Copilots

Human Resources
Virtual HelpDesk

Fraud Detection 
Applications Shopping

Ass is tants

Intelligent Energy 
Management Sys tems
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Employees 57%
of employees  

use public  GenAI 
apps  weekly

Source: ZDNet, Feb. 2024 
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Risk from misconfigured 
data stores & infra (e.g., 

data poisoning)

Source data

AI components & libraries

Prompt templates

App StackSupply Chain

Models

Build with AI components & code Leverage AI services, infrastructure & data

!

Corrupt AI/ML 
packages & 
libraries

Insecure 
prompt 
templates

Model 
vulnerabilities

!
Obscure data 
lineage; hard 
to trace issues

HuggingFace Other OSSLangChain

Open source Private CSP

!

!
AI platforms & services

Infrastructure

Data

AWS 
Bedrock

Google 
Vertex

Azure AI 
Services

App data Vector DBs …

!

!

Inference 
server

!
Inability to correlate 
& prioritize risks 
across AI services, 
models, & data

Limited visibility 
& context into 
AI usage 

UsersAI 
application

Other 
apps & data

Real-time app-to-model interactions
Runtime

AI model

Guardrail bypass & 
prompt injection

Sensitive data 
leakage to model

Model DoS attacks

Malicious content 
in model output

Data extraction 
from models

! !

AI-powered applications introduce new security risks
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Steps to Secure AI by Design

Delivered as an extension of existing cybersecurity solutions

Track and monitor AI usage for every employee

Secure every step of AI app development lifecycle and supply chain

Protect AI data from unauthorized access  and leakage at all times
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