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The Al Paradox

Enhancing Security or
Empowering Hackers

Gilbert Joseph
Systems Engineer - Palo Alto Networks
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“IT cannot confirm if

we've had a breach as = <" “Call from your CEO - what

there are many tools do we tell our

and 1000’s of alertsto : customers/shareholders?.”
triage” : :

y . “One of your branch

employees wired the
funds to a third party.”

“$25m has been wired out of
your corporate account”

“Possible Cyber “Cyber Insurance will
Security Breach.” not cover the cost”
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Given the pace of
innovation

In cybersecurity,
threat actors aré
adopting Al unlike
anything we have
seen before.







Al Is Turbocharging the Speed and Scale

Build Ransomware
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$2B impact from attack on a
US health insurer in 2024
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Compromise & Exfiltrate
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15 million users' PIl and confidential
data exfiltrated in Jan 2024

of Attacks

Exploit Vulnerability
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500+ organizations and 35+ million people
affected by MovelT vulnerability



Fraud Detection

Human Resources Aipjplizeinng Shopping
Virtual Help Desk Assistants

Customer Service

Copilots
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Al-Powered
Business Applications
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Intelligent Energy
Management Systems



57%

ofemployees
use public GenAl
apps weekly
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Source: ZDNet, Feb. 2024
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Build with Al components & code

Corrupt AI/ML
packages &
libraries

Insecure
prompt
templates

Model
vulnerabilities

Obscure data
lineage; hard
to trace issues

Al-powered applications introduce new secufity risks

Supply Chain

Al components & libraries

Inability to correlate

& prioritize risks

across Al services,
models, & data

HuggingFace LangChain  Other OSS
Prompt templates
Jun[nn
Models
Open source  Private CSP
Source data
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i Risk from misconfigured
data stores & infra (e.g.,

data poisoning)
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App Stack

Al platforms & services
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Leverage Al services, infrastructure & data

Limited visibility
& context into
Al usage

Runtime
Real-time app-to-model interactions

Other
apps & data

=

Guardrail bypass &
prompt injection

Sensitive data
leakage to model

Model DoS attacks

Al Users
application
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Malicious content
in model output

Data extraction
from models
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Steps to Secure Al by Design

Track and monitor Alusage for every employee

Protect Al data from unauthorized access and leakage at all times

.

Secure every step of Alapp development lifecycle and supply chain

J

Delivered as an extension of existing cybersecurity solutions
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